
 

 
 

This document is uncontrolled when printed. Check the EDMS to verify that this is the correct version before use  

 EDMS NO. REV. VALIDITY 
 0000000 0.0 DRAFT 

REFERENCE : LHC-EQCOD-ES-XXXXX 

ENGINEERING SPECIFICATION 

DISTRIBUTED I/O TIER (DI/OT) RELIABILITY 

Abstract 

This document describes the dependability (often also referred to as reliability) strategy and effort for the 
Distributed I/O Tier. 

 

TRACEABILITY 

Prepared by: G. Daniluk, E. Gousiou, V. Schramm Date: 2021-MM-DD 

Verified by: N. Surname [Persons with relevant experience in the field] Date: 20YY-MM-DD 

Approved by: N. Surname [Project hierarchy Ex. WP Leader, PL, …] Date: 20YY-MM-DD 

Distribution: N. Surname (DEP/GRP) (in alphabetical order) can also include reference to committees  

Rev. No. Date Description of Changes (major changes only, minor changes in EDMS) 

0.0 2020-06-10 First draft (VS) 

0.1 2020-06-26 Integrating feedback from E. Gousiou, G. Daniluk and R2E; HL-LHC template 

0.2 2021-03-30 Document update & adding testing strategy 

1.0   

   

   

  



 

  
 

Page 2 of 17  Template EDMS No.: 1372969 

 EDMS NO. REV. VALIDITY 
 0000000 0.0 DRAFT 

REFERENCE : LHC-EQCOD-ES-XXXXX 

TABLE OF CONTENTS 

1 Scope 4 

2 Applicable documents 4 

2.1 Applicable technical standards and regulations 4 

2.2 Other applicable documents 4 

3 Dependability Methodology and Specifications 5 

3.1 Methodology 5 

3.2 Environment Definition and User Requirements 7 

3.3 Dependability Specifications [Yet to be reviewed ! ] 9 

4 DI/OT Dependability Analysis and Model 11 

4.1 System Structure 12 

4.2 System Level Fault Tree Analysis 13 

4.3 Global Considerations for Single Module Analyses 14 

4.4 DI/OT System Dependability Model and Life Cycle Simulation 16 

5 Testing Strategy 16 

6 DI/OT Crate Production and Assembly 17 

7 Operational and Maintenance Considerations 17 

8 Documentation 17 

9 Annex(es) 17 

 

  



 

  
 

Page 3 of 17  Template EDMS No.: 1372969 

 EDMS NO. REV. VALIDITY 
 0000000 0.0 DRAFT 

REFERENCE : LHC-EQCOD-ES-XXXXX 

LIST OF FIGURES 

Figure 1: Three lowest hardware layers of a typical control system ................................................................. 4 
Figure 2: The bathtub curve .............................................................................................................................. 5 
Figure 3: DI/OT dependability methodology during design, production and testing phases ........................... 6 
Figure 4: DI/OT interfaces and potential environmental influences definition ................................................ 8 
Figure 5: DI/OT submodule level block diagram ............................................................................................. 13 
Figure 6: Testing strategy ................................................................................................................................ 17 

 
LIST OF TABLES 

Table 1: DI/OT environmental/application boundary conditions and dependability requirements from user 
questionnaires; *valid for the useful life period (β ≲1) ................................................................................... 8 
Table 2: DI/OT system structure hierarchy without connectors and cabling. (*) Modules with various versions 
are marked. ..................................................................................................................................................... 12 
Table 3: DI/OT Top-Level Failure Effects. ........................................................................................................ 13 
Table 4: Derating values for electronic components at 20°C ≤ Tamb ≤ 40°C. (*) More detailed values for 
different sub-categories are given in [15]. ...................................................................................................... 14 
Table 5: FMECA Severity Ranks ....................................................................................................................... 15 
Table 6: FMECA occurrence ranks. The failure rate in bold applies to functional blocks within the FMECA. The 
last two columns project the displayed functional block failure rates onto the system level for 6 or 36 DI/OT 
kits of the PIC system. ..................................................................................................................................... 15 

 
GLOSSARY OF RELEVANT TERMS AND ACRONYMS 

DD Displacement Damage / 

Dependability Ability to perform as and when required 
Umbrella term including reliability and various other disciplines, see [1] 

/ 

ESS Environmental Stress Screening / 

FMECA Failure Mode, Effects, and Criticality Analysis / 

FTA Fault Tree Analysis / 

MTTF Mean Time To Failure [h] 

PTS Production Test Suite  

QA Quality Assurance / 

Reliability Ability [Probability] to perform as required, without failure, for a given time 
interval, under given conditions [1] 

[%] 

SEE Single Event Effects / 

TID Total Ionizing Dose [Gy] 

   
β Weibull shape parameter [-] 

𝜆(t) Failure Rate [fph] 

η Weibull scale parameter [-] 
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1 SCOPE 

The High Luminosity upgrade of the LHC (HL-LHC) pursues the goal to increase the currently produced 
luminosity of the machine. Amongst other parameters, a major contributor to integrated luminosity 
production is a dependable operation of the HL-LHC and its subsystems, in particular a high availability of 
those. Based on the current LHC operation, it is intended to achieve an increase of 20% in overall machine 
availability [2]. To contribute to this effort, a new modular platform for the lowest layer of custom 
accelerator control systems is currently being developed, compare Figure 1. 

The Distributed I/O Tier (DI/OT) hardware kit [3] development pursues the goals of providing a modular 
low-cost, customisable and dependable platform for custom electronics in radiation as well as radiation 
save areas. This document defines the set dependability goals and describes the strategy to achieve 
those. Covering a later operational system, this document uses the term dependability encompassing a 
wider field than the probability of survival (= Reliability R), see [1]. Nevertheless, it is pointed out that the 
term reliability is often used interchangeably to dependability. 

 

Figure 1: Three lowest hardware layers of a typical control system 

The following chapters describe the current DI/OT development status and the applied methodology to 
continuously assess and enhance the dependability during the design phase, as well as to validate the 
system and demonstrate its reliability. 

2 APPLICABLE DOCUMENTS 

2.1 Applicable technical standards and regulations 

 Radiation Hardness Assurance (RHA), see [4, 5] 

2.2 Other applicable documents 

 DI/OT OHWR project:  https://ohwr.org/project/diot/wikis/home 

 DI/OT OHWR dependability: https://ohwr.org/project/diot-reliability/wikis/home 

 Design guidelines and more: https://ohwr.org/project/ed/wikis/home 

 DI/OT testing strategy:  [to be prepared] 

 DI/OT dependability model: [to be prepared] 

 Individual module analyses: [to be prepared] 

 PIC analysis (case study):  [to be prepared] 

https://ohwr.org/project/diot/wikis/home
https://ohwr.org/project/diot-reliability/wikis/home
https://ohwr.org/project/ed/wikis/home
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3 DEPENDABILITY METHODOLOGY AND SPECIFICATIONS 

To address dependability and to define specifications, the entire system life cycle of the DI/OT is to be 
taken into account. Prior to becoming operational this life cycle can be divided into the planning-, design-, 
production- and testing phases. During the following operation phase, the failure behaviour of electronic 
systems such as the DI/OT can be represented by the bathtub curve, see Figure 2. 

 

Figure 2: The bathtub curve 

Its 3 regions represent the failure behaviour of systems described by the Weibull distribution with a shape 
parameter β and a scale parameter, or characteristic life η with 

  𝜆(𝑡) =
𝛽

𝜂𝛽 𝑡𝛽−1.        (3.1) 

At the beginning of their lifetime this is in general a high, decreasing failure rate λ(t) as a result of latent 
defects induced during production or other design weaknesses leading to failures. The useful life period 
is represented by a lower and constant, slightly decreasing failure rate and towards the end of the system 
lifetime wear out failure mechanisms characterise the third region leading to an increasing failure rate. 

The aim of the methodology applied to the DI/OT is to identify and mitigate all potential failure 
mechanisms to assure a low overall failure rate and to operate the system in the useful life period which 
includes predicting and potentially detecting the end of lifetime in order to take actions before failures 
occur. 

3.1 Methodology 

Figure 3 displays the applied methodology in order to continuously analyse, assess and improve the 
dependable design of the DI/OT as well as to validate the system, assure its quality during production and 
demonstrate the reliability by tests. By means of performing the in the following described analysis 
methods and tests, the objective is to identify and address all kinds of potential failure modes, to 
determine their individual risk and to implement optimisation actions. For designs operating in a radiation 
area, the Radiation Hardness Assurance (RHA), compare [4, 5], is integrated into the methodology. 

The scope of the present document is to set the framework of the DI/OT system analysis in its different 
applications and operational environments as well as to perform the outlined analyses and tests on the 
system level. Submodules as later identified in Table 2 are analysed and documented individually. 
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Figure 3: DI/OT dependability methodology during design, production and testing phases 
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The dependability design analyses are performed in parallel to the regular design process, initially defining 
the system in its application and operational environment, creating the top level system structure and 
conducting a top-down Fault Tree Analysis (FTA) in order to define the DI/OT subsystems for the 
individual analyses and to prioritise them according to their criticality, i.e. down until the module level, 
compare Table 2. 

For all custom modules a bottom-up dependability analysis from the schematic component level is 
performed. The reliability of individual components is predicted based on failure rate models assuming 
λ = const., and adequate component stress derating is applied. In a next step, the reliability prediction 
model is converted into a Failure Modes, Effects, and Criticality Analysis (FMECA) in order to determine 
all potential failure modes, assess the risk of individual components and functional blocks and to conduct 
optimisation actions if necessary. This includes the integration of radiation failure modes and the 
criticality definition according to the RHA. To evaluate the optimisation actions and to assess the 
performance, a Fault Tree using Boolean logic is generated from the FMECA model. This allows to 
simulate the effect of implemented redundancies, diagnostics or maintenance interventions. In a last 
step, a DI/OT system level FTA is performed on the basis of the individual module models in order to 
predict the system performance and availability for the specific DI/OT application, in particular the critical 
performance. The entire dependability modelling is supported by intermediate design reviews. 

In parallel to the dependability analyses and the design process, the module and system validation is 
performed with first prototypes available to provide an immediate design feedback, as well as with the 
final designs. This involves the functional and environmental validation. Reliable operation is to be 
validated for the environmental stresses present during the entire life cycle including the RHA 
qualification, compare Figure 4. Furthermore, high stress tests are foreseen to identify potential failure 
mechanisms, i.e. design or production process weaknesses, and to evaluate the design strength, i.e. a 
measure for the expected lifetime. Taking into account the module criticality and other considerations 
these tests may be performed on the module level already or finally on the DI/OT system level. 

Already during the prototyping and validation tests it is intended to establish the production process for 
the later series production. Hence, these tests serve to identify potential defects induced during the 
production process and to improve the process. The process relies on acceptance criteria defined by 
standards as outlined in in the next subchapter. Furthermore, a Production Test Suite (PTS) is developed 
to test basic module functionalities for acceptance at the end of the production process. Other tests for 
critical components and modules may also be integrated into the process as an output from the previous 
FMECA analyses. 

Following to the series production, single modules or the entire DI/OT kit will be subject to an 
Environmental Stress Screening (ESS). The goal is to screen the entire production for early life failures to 
assure later operation in the second region of the bathtub curve, compare Figure 2. The definition of the 
accelerating stress conditions will be done based on experiences from validation tests, in particular from 
high stress testing. Once the production is screened, potentially in combination with the screening 
strategy, a reliability demonstration test assesses the rate of random failures in time (Weibull shape 
parameter β ≤ 1) to determine a lower Mean Time To Failure (MTTF), pursuing a 0-failure approach. 

3.2 Environment Definition and User Requirements 

The initial step before starting the design analysis is the definition of the DI/OT system in its application 
and operational environment. This furthermore involves the entire life cycle comprising for instance the 
production, transport, handling, repair and maintenance interventions during operations. The definition 
of the DI/OT system level with all interfaces to its environments during the life cycle is done using the 
“black box” approach, see Figure 4 and Figure 5. Interfaces to this black box are assumed to operate at 
100% reliability. 
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Figure 4: DI/OT interfaces and potential environmental influences definition 

Subject to the analysis is the DI/OT kit individually equipped with application-specific peripheral boards, 
as described in chapter 4.1. This involves different configurations for radiation and radiation-save 
environments as well as for the fieldbus communication via the system board FPGA Mezzanine Card 
(FMC). 

To set the framework for the DI/OT dependability study, Table 1 summarises conservative boundary 
conditions for the variety of later installation environments, determined by questionnaires of the future 
DI/OT users. Precautions for other life cycle phases including maintenance interventions are considered 
in addition, compare Figure 4. Furthermore, these conditions, in particular temperature, may vary for 
modules inside the crate, hence are specified within the single module analyses. This also involves the 
optional integration of a fan tray. 

Table 1: DI/OT environmental/application boundary conditions and dependability requirements from 
user questionnaires; *valid for the useful life period (β ≲1) 

Parameter Value 
Individual lifetime 
extrapolation 

Ambient temperature range 10 – 40°C  

Max. relative humidity 90%  

Max. power dissipation of peripheral boards 50 W  

Max. power cycle rate 20 /year 200 

Max. radiation dose 25 Gy/year 500 Gy 

Max. mating cycles (connectors) <5 /year <100 

Mechanical shocks & vibrations No  

Magnetic fields or EMI No  

Max. required lifetime 20 years  

Maximum failure rate* 28.5/10.9/9.48/5.7/1.14 fph  

(Minimum MTTF)* 36/92/106/176/877 kh  

Additional outcome of the user questionnaires have been reliability and availability requirements as 
displayed on the bottom of Table 1. 
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3.3 Dependability Specifications [Yet to be reviewed ! ] 

In compliance with the methodology and the requirements of Table 1, the specifications for the DI/OT 
dependability qualification during its life cycle are defined as an addition to the design specifications [6]: 

General Requirements 

3.3.1. For the entire DI/OT kit a minimum required Mean Time To Failure (MTTF) for random failures 
during the useful life period (β ≲ 1) of 60 000 h at a 90% confidence level shall be demonstrated by 
tests (compare 3.3.38). For modules and components reaching the wear out period measures are to 
be taken to prevent such failures causing DI/OT system failures during operation.  
Failures due to ionising radiation are to be treated separately from this requirement following the 
RHA. 

Design and Validation 

3.3.2. Each custom designed module shall be subject to a bottom-up schematic analysis and reliability 
prediction model on the component level following the Quanterion 217PlusTM standard [7] using 
Isograph Reliability Workbench. 

3.3.3. Stress levels (T, V, I, f, …) of the individual components shall be assessed and according derating 
shall be applied. This involves a thermal simulation of the equipped DI/OT crate using Ansys Icepak.  

3.3.4. Components shall be selected based on available reliability test reports. Where specifications, 
availability and costs allow, automotive or HighRel quality shall be preferred. 

3.3.5. An FMECA shall be performed for each individual module and the entire DI/OT. This involves the 
determination of all potential failure modes and their effects. Furthermore, the criticality of 
components or functional blocks shall be determined and based on this potential optimisation 
actions are to be taken. 

3.3.6. The performance of the analysed modules and the effectiveness of potential optimisations (e.g. 
higher reliability components/designs, redundancies, diagnostics) shall be simulated and evaluated 
by performing an FTA.  

3.3.7.  A final DI/OT system FTA shall evaluate potential optimisations on the system level and simulate 
the performance and availability of the system. This involves in particular: 

3.3.8. The dependable gateware implementation is to be analysed based on the determined criticalities 
and availability simulation as outcomes of the FMECA and FTA.  Applicable techniques, methods and 
measures shall be consulted such as outlined in IEC 61508 [8], in particular IEC 61508-2 and IEC 
61508-3. 

3.3.9.  On completion, the preliminary and final module designs shall be reviewed by other designers. 

3.3.10.   In parallel to the design process a validation of all functionalities of the individual modules shall 
be performed testing all functionalities at the highest performance parameters. This is to be 
extended by: 

3.3.11.  A validation for all potential environmental influences present during the DI/OT life cycle, 
compare Table 1. This includes the radiation qualification according to the RHA which furthermore 
involves testing on the component level. 

3.3.12.  For modules expected to suffer from wear out failure mechanisms, i.e. PSUs and modules or 
components vulnerable for cumulative radiation effects (TID/DD), the end of lifetime is to be 
assessed either by performing Accelerated Life Testing or design measures such as redundancies and 
comprehensive monitoring during operation. 

3.3.13.  In addition, high stress tests are to be performed to discover and mitigate potential failure 
mechanisms, design weaknesses or production process flaws. These tests are to be performed in 
particular during the early prototyping phase, but also with the final design and production process 
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established. Applicable stresses are to be defined according to their presence in operation and 
capability to uncover potential failure mechanisms, i.e. temperature, ionising radiation and electrical 
stresses, at constant or varying conditions. Both the separation and combination of stresses can be 
favourable. 

3.3.14.  The modules are to be designed tolerant against SEEs and tested for their occurrence rate. 

3.3.15.  On completion of module tests, a final integration test of the populated DI/OT crate shall be 
performed to validate the functionality of the entire system. The possibility to combine single module 
tests by performing a crate test should be exploited. 

3.3.16.  Furthermore to the above, the following design standards apply [6]: 

a. Crate: IEC 60297-3 & IEEE 1101.10-1996 [9] 

b. Main backplane: CPCI-S.0 [10] 

c. FMC: ANSI/VITA 57.1-2008 [11] 

Production 

3.3.17.  The manufacturer(s) shall have a quality assurance and management system in place and possess 
the ISO 9001 certification. 

3.3.18.  Provisions for acceptance of the produced modules and crate are to be foreseen complying with 
high quality industry standards, for instance the JEDEC and IPC framework including, but not only, 
the IPC-A-600 [12] and IPC-A-610 [13] for Printed Circuit Boards (PCB) and PCB assemblies. The 
highest class 3 for high-reliability electronics shall apply. 

3.3.19.  For the component selection priority shall be given to automotive (or HighRel) qualified 
components according to the Automotive Electronics Council (AEC) standards, see [14]. 

3.3.20.  Each produced board or module shall be identifiable by a unique ID, electronically and/or visually 
on the device. 

3.3.21.  The production process shall be reviewed by a Process Failure Mode and Effects Analysis (PFMEA) 
and subject to a process control following ISO 9001. 

3.3.22.  Intermediate process steps shall include necessary inspection and cleaning steps aligned to the 
specific design. These include for example automated optical camera inspections for SMT 
components, X-ray inspections for bottom termination components, different PTH inspections or 
ionic contamination tests of the washing water. 

3.3.23.  An End-of-Line test (PTS) shall be performed after production for acceptance testing the main 
module functionalities and to implement a first screening as well as assure the integrity of the 
following tests. 

3.3.24.  Every screened device shall be subject to an investigation of the failure root causes in order to 
improve either the design, production process or other procedures such as handling. A database is 
to be maintained logging all interventions and repairs performed including an assignment to the ID. 

3.3.25.  If necessary as a result of design analyses or previous validation tests, additional component- or 
submodule test benches may be designed in addition to the PTS. 

3.3.26.  Measured parameters and inspection or test results during the process shall be documented 
assignable to the specific ID. This includes for example the thermal soldering profile, various 
inspections, test bench results or ionic contamination tests. Furthermore non-conformities and 
rejects as well as rework shall be documented and traceable. 

3.3.27.  For the produced PCBs, test coupons shall be created to review the micro sections and trace 
impedance measurements shall be performed. 
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3.3.28.  Additional production requirements are to be formulated similar as described in here: 
https://www.ohwr.org/project/ed/uploads/75fa100b494cd0b1a246710106caf0d1/PE_Supplies_T
echSpec_Template_OH.pdf 

Handling, Packaging and Transport 

3.3.29.  Provisions for handling, transport and maintenance shall be taken to protect the DI/OT and its 
modules from environmental influences complying with JEDEC J-STD-033. These include: 

3.3.30.  Packaging in protective, sealed bags complying with electrostatic discharge (ESD) requirements 
and the Moisture Sensitivity Level (MSL) of components. 

3.3.31.  Protection against mechanical impacts, such as vibrations and shocks. 

3.3.32.  Usage of ESD protective equipment at all workspaces. 

3.3.33.  A tracking system (CERN MTF and/or InforEAM) shall be used to log any intervention of the 
modules with the individual ID. 

Testing after Production 

3.3.34.  Early life failure screening shall be performed with the complete production of custom 
electronics. This involves: 

3.3.35.  Environmental Stress Screening (ESS) conditions tailored to the stresses present during operation. 
In particular addressing all potentially present failure mechanisms derived from simulations, the 
operational environment conditions and in particular from earlier validation tests. 

3.3.36.  An in-depth analysis of the occurring failures, their causes and mechanisms maintaining a 
database (CERN MTF and/or InforEAM). 

3.3.37.  The stress level and length of the screening is to be defined in order to reach the useful life region 
of the bathtub curve without inducing defects or significantly reducing the useful life period of the 
devices. The continuously generated results shall serve to adapt the screening conditions. 

3.3.38.  The required MTTF of 60 000 h for the DI/OT kit during the useful life period shall be 
demonstrated by a reliability demonstration test at a high 90% confidence level. Sufficient equivalent 
device hours at nominal or slightly accelerated conditions (temperature) shall be accumulated 
pursuing a 0-failure approach. 

Installation and Operation 

3.3.39.  A manual is to be prepared for the individual users on how to assemble and power the crate for 
the first time performing a test sequence to verify the proper functionality of the DI/OT. 

3.3.40.  Another or the same user manual should give instructions on the installation and operation of the 
system. This includes operation and maintenance information as well as instructions for the 
implemented diagnostic monitoring, associated warnings or failure analysis and reporting. To 
facilitate these tasks CERN MTF and/or InforEAM shall be used. 

3.3.41.  During the whole operational period of the DI/OT systems a failure monitoring and logging 
including a thorough failure causes and mechanisms analysis shall be implemented in order to pursue 
the evolution of the Weibull shape parameter β and potentially take actions. 

3.3.42.   A maintenance strategy is to be prepared to preventively exchange wear out modules prior to 
their determined end of lifetime or to predictively assess the degradation based on diagnostic 
parameters. 

4 DI/OT DEPENDABILITY ANALYSIS AND MODEL 

According to the applied methodology, the following subchapters define the DI/OT system structure on 
the level of individual submodules. On the level of these modules, dependability design analyses are 

https://www.ohwr.org/project/ed/uploads/75fa100b494cd0b1a246710106caf0d1/PE_Supplies_TechSpec_Template_OH.pdf
https://www.ohwr.org/project/ed/uploads/75fa100b494cd0b1a246710106caf0d1/PE_Supplies_TechSpec_Template_OH.pdf
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performed individually according to Figure 3 and documented in separate reports. To provide inputs to 
these analyses, a top level failure analysis (FTA) is conducted beforehand in compliance with the design 
specifications. 

4.1 System Structure 

The immediate DI/OT subsystem level can be partitioned into 10 different modules, see Table 2 and 
Figure 5. In addition, up to 8 application-specific peripheral boards and 8 Rear Transition Modules (RTM) 
can be equipped on that level to complement the DI/OT kit for the specific application. On this module 
level, the methodology will be followed to separately analyse the different designs. Furthermore, that 
involves the system board FPGA Mezzanine Card (FMC) and SFP as well as the Monimod on the third 
level. The next lower hierarchy levels form the functional block or circuit level and the lowest component 
level. 

Table 2: DI/OT system structure hierarchy without connectors and cabling. (*) Modules with various 
versions are marked. 

System Level Level 2 (Modules) Level 3 (Sub-modules) 

DI/OT     

 3U Crate    

  Backplane   

   System board*  

    FMC* (various) 

    SFP 

   [Peripheral boards]  

   [RTM modules]  

  Front Panel module   

  PSU1 backplane   

   PSU1*  

    Monimod 

  PSU2 backplane (redund.)   

   PSU2* (redund.)  

    Monimod 

 Fan module    

    Monimod 

For a variety of modules, marked in Table 2 (*), different versions for radiation and radiation-save 
environments or for different fieldbus communication exist. These modules are analysed separately and 
integrated into the respective model. The same applies to the various application-specific peripheral 
boards and RTM modules. 
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Figure 5: DI/OT submodule level block diagram 

4.2 System Level Fault Tree Analysis 

To initially determine potential faults on the highest DI/OT system level and to assess the individual 
criticality of the modules, a top-down FTA is performed. Analyses of single modules make use of these 
top-level system faults or failure effects to assess the criticality of individual failure modes and to 
determine potential optimisation actions. 

4.2.1 DI/OT Crate Top-Level End Effects 

Excluding failures generated by the application-specific peripheral boards and RTMs, the determined 
DI/OT system level failure effects are ranked by their severity as displayed in Table 3. 

Table 3: DI/OT Top-Level Failure Effects. 

Severity Failure effect Description Example 

8 False/erroneous fieldbus 
communication 

Undetected false/no fieldbus 
communication 

Wrong data transmission to FEC not 
detected, e.g. beam dump request not 
received/processed by FEC 

7 False/erroneous peripheral 
board communication 

Undetected false/no peripheral 
board communication 

Wrong data transmission between 
SB/perB not detected, e.g. beam dump 
request not received/processed by SB 

6 Loss of peripheral board 
communication 

Detected loss of peripheral 
board(s) communication 

No peripheral board communication 
detected by SB 

5 Loss of fieldbus 
communication 

Detected loss of fieldbus 
communication 

No fieldbus communication detected 
by FEC 

 
 
 

4 

"Degraded" operation mode 
(= increased criticality) 
 
A) Immediate maintenance 

Failure not directly affecting 
instantaneous operation, but 
requiring near-term maintenance: 

Failure blocking injection; operation 
above nominal temperature (fan 
failure); loss of PSU redundancy; reset 
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3 
 

required 
B) Scheduled maintenance 
required 

A) Immediate after LHC fill 
 
B) To be scheduled (next TS) 
 

required;  operation in a pre-defined 
"safe mode" 

2 False warning generation Generation of a false warning Diagnostic circuit failure triggering 
false alarm 

1 "No effect" Failure having no significant effect 
on DI/OT operation; maintenance 
optional 

e.g. SEU mitigated by TMR; SB front 
panel LED failure 

N.b. that these are only effects as a consequence of a system failure, hence they do not include the 
intended and thus correct generation of a beam dump request or a warning to exchange a degraded 
module for example. Furthermore, some effects may not apply to individual modules or their occurrence 
may already be excluded or neglectable by an already existing design solution. Nevertheless they are 
taken into account as potential failures. 

4.3 Global Considerations for Single Module Analyses 

Based on the environmental and application definitions and the potential assigned top-level failure 
effects the single modules are analysed as it is illustrated in Figure 3. The analyses are performed 
conservatively using the previously outlined boundary conditions (Table 1) and documented separately. 
The following defines further considerations for the individual analyses. 

4.3.1 Reliability Prediction 

To review the component selection and dimensioning of the modules a reliability prediction using when 
available manufacturer reliability testing data (90% confidence level) or alternatively the 217PlusTM 
reliability prediction standard [7] is performed within Isograph ReliabilityWorkbench. While reviewing the 
modules’ schematics bottom-up generic derating guidelines are applied to comply with the limits given 
in Table 4 [15] according to Eq. (5.1). The superordinate strategy is to derate the components as much as 
it is reasonably possible given other constraints and to use this “overdimensioning” as a leverage for the 
reliable design of the modules. For the case it is not possible to comply with the minimum values given in 
Table 4, the individual criticality is to be assessed and potential optimisation or mitigation actions are to 
be taken within the FMECA. For derating power components, thermal simulations and/or temperature 
measurements on prototypes are consulted to assess the temperature increase due to power dissipation. 

  𝑆𝑡𝑟𝑒𝑠𝑠 𝑟𝑎𝑡𝑖𝑜 =
𝐴𝑝𝑝𝑙𝑖𝑒𝑑 𝑆𝑡𝑟𝑒𝑠𝑠

𝑅𝑎𝑡𝑒𝑑 𝑆𝑡𝑟𝑒𝑠𝑠
      (5.1) 

Table 4: Derating values for electronic components at 20°C ≤ Tamb ≤ 40°C. (*) More detailed values for 
different sub-categories are given in [15].  

Component Power Voltage Current Internal temperature Frequency 

Resistors* ≤0.4 - 0.6   ≤0.7 - 0.8  

Capacitors*  ≤0.5 - 0.8  ≤0.5  

Diodes ≤0.6 ≤0.5x ≤0.6 ≤0.7  

Transistors  ≤0.5 x ≤0.7 ≤0.7 ≤0.1fT 

Thyristors  ≤0.6 x ≤0.6 ≤0.7  

Optoelectronics  ≤0.5 x x 0.5 0.8  

ICs*  ≤0.7 ≤0.7 - 0.8+ ≤0.7++ ≤0.9 

Coils, Transf. ≤0.5     

Switches, Relays*   ≤0.4-0.7 ≤0.7 ≤0.5 

Connectors  ≤0.7 ≤0.6 ≤0.8 ≤0.5 
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x breakdown voltage; x x isolation voltage; + sink current;  ++ Tj ≤ 100°C;  fT: transition frequency [Hz] 

It is pointed out, that the failure rate prediction is used to compare the predicted reliability of individual 
system parts based on failure data and failure physics models and as input for the following analyses. It is 
not used to fulfil DI/OT reliability requirements which is part of the testing phase. 

4.3.2 FMECA 

Using the bottom-up reliability prediction model as an input, the FMECA determines potential failure 
modes of functional blocks on the schematic level. This is done using a worst-case assessment for the 
failure modes of all components comprised in these blocks. The Criticality Analysis uses two rankings to 
assess the criticality of failure modes. The individual severities of failure effects as a result of potential 
failure modes are determined by means of the most severe end effect on the top system level. These end 
effects are analogous to the top level system faults determined in the FTA. 

Table 5: FMECA Severity Ranks 

Severity Rank End effect 

8 Extremely high False/erroneous fieldbus communication 

7 Very high False/erroneous peripheral board communication 

6 High Loss of peripheral board communication 

5 Moderate - high Loss of fieldbus communication 

4 Moderate Immediate maintenance required 

3 Low Scheduled maintenance required 

2 Minor False warning generation 

1 Negligible No (significant) effect 

The occurrence probability of the failure mode, i.e. the predicted failure rate of the entire component(s), 
also uses eight ranks to align both rankings. The limits displayed in Table 6 are determined for the 
functional block level summarising the individual number of components which strongly depends on the 
parts count these are comprised of. A remote occurrence probability is defined  by a predicted failure 
rate of less than 1.14E-08 fph (1 failure per 10 000 years). On the level of individually defined functional 
blocks, this may be accepted up to moderate rankings of around 1 failure per 100 years depending on the 
individual severity and potential mitigation actions. It is pointed out, that these block failure rates sum up 
to module, and finally DI/OT failure rates for single kits, as well as several kits within a system. Therefore, 
the last two columns of Table 6 project the failure rates onto the PIC system level for several DI/OT kits 
foreseen to be installed. 

Table 6: FMECA occurrence ranks. The failure rate in bold applies to functional blocks within the FMECA. 
The last two columns project the displayed functional block failure rates onto the system level for 6 or 36 

DI/OT kits of the PIC system. 

Occurrence Rank 
Failure Rate 

[fph] 
Time To Failure 

[years] 
 Yearly failures [fpa] 

(6 DI/OT for PIC) 
Yearly failures [fpa] 
(36 DI/OT for PIC) 

8 Extremely high 1.14E-04 1  
6 36 

7 Very high <2.28E-05 5  
1.2 7.2 

6 High <1.14E-05 10  
0.6 3.6 

5 Moderate - high <2.28E-06 50  
0.12 0.72 

4 Moderate <1.14E-06 100  
0.06 0.36 

3 Low <2.28E-07 500  
0.012 0.072 

2 Very low <1.14E-07 1000  
0.006 0.036 
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1 Remote <1.14E-08 10000  
0.0006 0.0036 

Once more, it is pointed out that these “predicted” failure rates are only used in order to analyse and 
optimise the DI/OT, especially for the specific applications. The determined values are not used to 
predict the later reliability in operation or to fulfil any requirements. 

Finally, the two severity and occurrence rankings are to be multiplied to assess the overall criticality. This 
is to be evaluated in a risk matrix in order to perform potential optimisation actions. 

4.4 DI/OT System Dependability Model and Life Cycle Simulation 

The DI/OT system dependability model is to be generated in Isograph Reliability Workbench by making 
use of the separately performed reliability predictions, FMECAs and FTAs on the module level as well as 
data from thermal simulations. For the specific DI/OT applications, it is possible to assess and compare 
module criticalities on this system level and perform necessary actions. Such an FTA model allows to 
integrate redundancies, diagnostic checks or maintenance provisions and in that way to simulate the 
performance, in particular the availability of the system. 

A second model is to be created using the then existing Ansys FEA model and Ansys Sherlock. This allows 
to simulate the failure probability due to stresses the modules and DI/OT are exposed to during the entire 
life cycle, such as the soldering temperature profile, temperature cycles during stress screening, constant 
temperature and yearly cycles, or potential mechanical shock and vibrations during transport, handling 
and maintenance, but also induced by the PSU magnetics. The results are to be evaluated and if necessary 
the design is to be optimised. This does not include radiation stresses for which the RHA is applied, even 
though it is possible that combined effects of radiation and other stresses may lead to failures. 

4.4.1 FMECA and FTA Results 

[To be added] 

4.4.2 Sherlock Life Cycle Simulation Results 

[To be added] 

5 TESTING STRATEGY 

Testing of the DI/OT and its individual modules serves a variety of purposes such as validating its 
operation in the different applications and environments, detecting and hence mitigating potential 
design weaknesses and/or failure mechanisms, validating the production process or screening of 
potential early failures and demonstrating reliability. Figure 6 displays the foreseen strategy to 
therefore qualify the DI/OT.  
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Figure 6: Testing strategy 

 

 

 

[To be completed] 

 

 

 
6 DI/OT CRATE PRODUCTION AND ASSEMBLY 

[To be added] 

7 OPERATIONAL AND MAINTENANCE CONSIDERATIONS 

[To be added] 
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